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Personal Computing

Information becomes
more personal
and more valuable

Scientific data
Work related

data

Work & 
personal

data



Critical data you keep on your 
phone


 
Text messages


 
E-mail, SMS


 

Multimedia content


 
Photos, videos, audio recordings


 

Critical saved information


 
PIN, Credit card numbers, passwords


 

Money


 
Pay for parking, metro, groceries



Critical data your phone keeps on 
you


 
Location


 
Not a provider privilege anymore


 

Directly provided by GPS


 
Think of a different twitter
○

 
John is at the red light district

○
 

John is at the bulldog coffeeshop
○

 
John is at home with his wife


 

Call history



Threats: What could someone do 
with your phone


 
Steal information


 
Saved information, messages


 

Spy


 
Listen in


 

Place calls


 
Back from the past, calling 0900 numbers in 
Australia can make a profit


 

Ask for ransom


 
Pay me 10$ or your phone is toast



What does the future hold?


 

More Internet enabled devices


 
“Is my fridge running up-to-date software?”


 

Smart-phones may become a global 
remote control


 
“Well, I always carry it with me”


 

More powerful devices


 
Uses always want to do more, but so do 
attackers



Security Challenges



High mobility

HOME OFFICE

ROAD

High threat
exposure



Device differences


 

Limited resources


 
RAM


 

CPU


 
Battery


 

Architecture differences 


 
Face more dangers from physical 
environment



Sci-fi or reality


 

“23 minutes ago, her cyber-brain was 
hacked via telephone connection”
– Ghost in the shell 


 

Are we going to add more hardware in 
humans?


 
Pace makers, visual aids, …


 

A group of researchers demonstrated 
how they could switch off a pace maker 
over wifi
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